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	Purpose

The purpose of this SOP is to describe how the MACROBUTTON NoMacro [site name] CRS manages confidential participant information and sensitive data storage.


HANC Information Technology Best Practice Standards at NIH HIV/AIDS Clinical Research Networks’ Study Sites and Site Affiliated Laboratories 

	· 

	Scope

This SOP applies to the following MACROBUTTON NoMacro [site name] CRS staff: MACROBUTTON NoMacro [insert titles of appropriate staff members]

	Allowable Exceptions

This SOP is meant to be followed without deviation. However, it is an allowable exception to follow procedures specified in a protocol or Study Specific Procedure Manual (SSP) that may deviate from this SOP.

	Procedures

A. Confidential Documents

1. Classification

a. MACROBUTTON NoMacro [site name] regards the following information to be confidential:

· participant data (all forms, charts and source documents that have the participants’ name or any other identifiable information on them are considered confidential information must be stored securely in locked files, cabinets and offices.)

· HIV infection data

· study results

· proprietary information (any information identified by the HVTN, DAIDS, or vaccine developers as confidential or proprietary)

· username and password (a computer username and password assigned to an individual)

2. Storage of Confidential Documents

a. The clinic chart and all its contents are kept in MACROBUTTON NoMacro [insert location] when not in use. All charts are returned to MACROBUTTON NoMacro [insert location] at the end of the day. MACROBUTTON NoMacro [insert description of location's security]. Only MACROBUTTON NoMacro [insert titles of appropriate staff members] have access to MACROBUTTON NoMacro [location where charts are stored].

b. Study binders that contain participant identifying information are kept MACROBUTTON NoMacro [insert location] in a locked cabinet. Only MACROBUTTON NoMacro [insert titles of appropriate staff members] have access to binders that contain participant identifying information.

c. All documents that contain participant identifying information are kept in a locked file in MACROBUTTON NoMacro [insert location]. Only MACROBUTTON NoMacro [insert titles of appropriate staff members] have access to any documents that contain participant identifying information.

3. Storage of Participant Information

a. MACROBUTTON NoMacro [insert titles of appropriate staff members] ensures that passwords to access computers or laptops are established and that accounts are assigned to specific users.
b. MACROBUTTON NoMacro [insert titles of appropriate staff members] ensures that anti-virus and anti-spyware software installed on all servers, workstations and laptops, with auto-update on.
c. MACROBUTTON NoMacro [insert titles of appropriate staff members] ensures that the building has a method of physical security that prevents unauthorized entry in place at all times.
d. MACROBUTTON NoMacro [insert titles of appropriate staff members] ensures that the computer network is connected to the internet, it must have security filtering in place; for example, with a firewall.
e. MACROBUTTON NoMacro [insert titles of appropriate staff members] ensures that a data backup and recovery system are place with offsite backups. 
B. Certificate of Confidentiality (US sites only)

1. The HVTN has obtained a Certificate of Confidentiality that protects the release of participant information, even under court order or subpoena. See section on Confidentiality of the HVTN MOP.

2. Study staff must inform participants about the Certificate of Confidentiality and its limitations. This is generally covered in each sample informed consent for HVTN protocols.

C. Confidentiality Practices

1. HVTN Confidentiality 

a. All applicable CRS staff must sign and submit an online HVTN/CoVPN Agreement on Confidentiality and Use of Data/Specimens. Staff members receive an email from the Leadership Operations Center with a link to the agreement.
b. A printed copy of the online agreement may be kept in MACROBUTTON NoMacro [insert location] for CRS reference.

c. It is the responsibility of the MACROBUTTON NoMacro [insert title of appropriate staff member] to ensure that all staff have signed the online confidentiality agreement . 

2. Contacting Participants

a. CRS staff members must ask and document the participant’s preferences for:

· how the participant can be contacted outside of the clinic, and

· which people, if anyone, are allowed to know about his/her study participation.

b. CRS staff members must maintain participant confidentiality in any contact, or attempt to contact, the participant outside of the clinic.

3. Limits of Confidentiality

a. While participant files are confidential, CRS staff members, the protocol sponsor, the FDA, or other official US or local government entities may view participant study records that contain identifying information for auditing, monitoring, and/or SAE/EAE investigation.

b. Staff members obtaining informed consent must describe any limitations on confidentiality to participants during the informed consent process.

	Training

1. Each staff member receives or has direct access to applicable Standard Operating Procedures (SOPs).

2. Each staff member reviews the applicable SOPs MACROBUTTON NoMacro [Insert frequency of review].

3. All SOP training is documented and tracked MACROBUTTON NoMacro [Insert where the documentation is kept].

4. New staff is trained on applicable SOPs within MACROBUTTON NoMacro [Insert #] days of employment.

5. Staff members whose duties fall within this SOP scope are retrained within MACROBUTTON NoMacro [Insert #] days of the approval of each SOP revision.
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